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0 2 = SRR SRSSTR 52
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4.7 ?jmove CompanyCRYPT-WebGUI under Microsoft® Windows Server 2008 / 2008 R2

1.2 Document content

This document describes the necessary steps to install CompanyCRYPT® on a system with defined preliminaries. It supports
you while setting up an operational CompanyCRYPT ® installation including the administrative access. The configuration of
CompanyCRYPT ® and the integration into the product MIMEsweeper for SMTP'® by Clearswift® is described in a separate

document named Configuration Guide.

[2012-09-01] Page: 3/56



@. COMPANYCRYPT -

The encryption module for MIMEsweeper

Installation Guide
CompanyCRYPT v1.5.0

2 Preparing the installation

2.1 System requirements

Software:

Hardware:

Network:

Permissions:

Microsoft® Windows Server 2003,
Microsoft® Windows Server 2008,
Microsoft® Windows Server 2008 R2,
Microsoft® Windows Server 2012,
Microsoft® Windows Server 2012 R2,
IIS (Internet Information Server),
MIMEsweeper for SMTP 5.x

The freely available Open Source products GnuPG and OpenSSL are part of the Company-
CRYPT installation package.

The same requirements as for the MIMEsweeper for SMTP apply. Beyond that:
* CPU > 2 GHz recommended
« 100 MB HDD space

If using synchronisation between multiple CompanyCRYPT installations, a single configurable
IP-port (default: 23499) has to be opened between the assigned Master system and each Slave
system in both directions.

The installation of CompanyCRYPT has to be done with ‘Local Administrator’ permissions.
Please ensure, that your log-on account meets this requirement or that your account has suffi-
cient permissions to install services and write access to the registry.

2.2 Special requirements

If this install package comes with an additional ReadMe file, please make sure that you have read this before you start the
installation. It will contain additional instruction or descriptions of additional requirements.
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3 CompanyCRYPT Installation

3.1 Choosing the right implementation sequence

CompanyCRYPT supports MIMEsweeper distributed environments with multiple server. CompanyCRYPT key material, data
and configuration information can be synchronized across an IP connection. The synchronisation is based on a master-slave
model in which the master is used to administrate the CompanyCRYPT deployment centrally.

The next pictures show different outlines of the full CompanyCRYPT implementation (installation and configuration). Depending
on the type of MIMEsweeper deployment (PCS with/without PS on the same system), the CompanyCRYPT implementation
sequence varies. Use the pictures below to select the implementation sequence that matches your MIMEsweeper deployment.

Note: The step CompanyCRYPT-"First Start..”, and all following steps (“Entering Licence”) as well as all steps within MIME-
sweeper are described in the CompanyCRYPT Configuration Guide.

3.1.1 Installation Sequence 1 — Single Server

Follow this sequence, if all components are installed on a single server.

Single Server
. @ commCRYPT’ =
sutp <] wCRYPT = o DG s
g e i |
MIMEsweeper: Primary Configuration Server (PCS)
and Policy Server (PS)
CompanyCRYPT CompanyCRYPT MIMEsweeper
( B 1\ ( 1\
CompanyC_RYPT Fn_'s_t s_tart_ = Address lists
Installation Initialisation
& J . J
B ‘ ( * 1\ ( * 1\
Activation of Entering Classifications
Web-GUI (11S) Licence
& J . J
v v
( 1\ ( 1\
u v G(_eneral_ Scenarios
' | Configuration L )
Described in this v {
( 1\ T T TS TT T s T E T \
document Generating ' Keyserver '
| CA and CSA key) , Special accounts ,
Y
( B 1\
Generating
internal keys
v
( B 1\
Importing
external keys
u v
v
___1 Optional Described in , CompanyCRYPT Configuration Guide®
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Installing the program files

Step 1

Start the installation by a right-click on the file CompanyCRYPT_vXXX_setup.exe (,XXX" stands for the program version ) and
select Run as administrator.

Step 2
The welcome window will appear, click on Next.

Step 3
In the dialog box’ Software-Licence-Agreement’ select ,| accept ...“ and click on Next.

Step 4

In the next dialog box the target installation directory can be selected. Either proceed with the pre-selected directory with Next or
click on the button Change and select the desired directory. Confirm the change by clicking on OK then.

Step 5
Now by clicking on Install, the program installation will be started. A progress bar will be displayed.

Step 6

A successful installation will be displayed by the window ‘Completing the CompanyCRYPT Setup Wizard'. Deactivate the option
Launch CompanyCRYPT. By clicking on the button Finish the process is complete.

3.1.2 Installation Sequence 2 — Multiple Server (A)

Follow this sequence, if your MIMEsweeper is a Primary Configuration Server (PCS) and a Policy Server (PS) is installed and
active on the same system. The setup of Master and Slave can be done independently, it is recommended to start with the
Master.

[2012-09-01] Page: 6 /56
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Multiple Server (A)

MIMEsweeper 1:
Primary Configuration Server (PCS) and Policy Server (PS)

@ conmCRYPT®

) mimEewoaser
—» SMTP

|, ©oumCRYPT, |

EATARSWAIT

> ) MIMEsweeper

SMTP

MIMEsweeper 2, 3, ...:
Policy Server (PS) only

MIMEsweeper 1
CompanyCRYPT: Master

MIMEsweeper 2, 3, ..
CompanyCRYPT: Slave

CompanyCRYPT First start = CompanyCRYPT
Installation Initialisation Installation
v vy o
Activation of Entering ! Activation of !
Web-GUI (11S) Licence 1 Web-GUI (11S) |
: [}
\ [ Firststart= |
. y irst start =
Described in this “Single Server” ! d
document ! ( - N
' Entering
Y Licence )
[ Activating ] !
e p N
Synchronisation Activating
L Synchronisation )

- J
hd
Described in I Optional
,CompanyCRYPT )
Without 1IS:

|
|
[
|
[
[
[
|
[
|
|
[
|
|
[
[
|
[
|
. . | L
N Continue like | | Initialisation
|
[
|
|
[
[
|
[
|
|
[
|
|
[
|
[
Configuration Guide* :
[

Using SyncManager

Installing the program files on the Master System (PCS)

Step 1

Start the installation by a right-click on the file CompanyCRYPT_vXXX_setup.exe (,XXX" stands for the program version ) and
select Run as administrator.

Step 2

The welcome window will appear, click on Next.

Step 3

In the dialog box’ Software-Licence-Agreement’ select ,| accept ...“ and click on Next.
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Step 4

In the next dialog box the target installation directory can be selected. Either proceed with the pre-selected directory with Next or
click on the button Change and select the desired directory. Confirm the change by clicking on OK then.

Step 5
Now by clicking on Install, the program installation will be started. A progress bar will be displayed.

Step 6

A successful installation will be displayed by the window ‘Completing the CompanyCRYPT Setup Wizard'. The option Launch
CompanyCRYPT should be marked. By clicking on the button Finish the SyncManager will be started.

Step 7
Within the LICENCE-STATUS frame click on Add.

LICENCE-STATLS

NOME - Please enter a licence.

Add

Step 8

Enter your licence details, click on Apply and close the window by clicking on Close. A valid licence is displayed with a green
OK.

CompanyCRYPT Licence o ]

STATUS

CompanyCRYFT Licence: | HOME

MIME sweeper serial; | 4045-0209-1335-6000
Campany: Il:ompany Hame

Serial ISeriaI Mumber

Licence-key: ILic:enu:e Key
User: |
" alid until | LICENCE-STATUS

VALID - OK

Step 9

Within the CONFIGURATION frame select This Server acts as: Master. Select Password Source: Manual and enter a pass-
word for synchronisation into the field Manual Password. Example: companycrypt

COMNFIGURATION

This Server acts as: IMastel VI Password Source: IManuaI vl
Use Port: |23499 tanual Password |""""""""

Sync Interval [zec): 30 =

Below Valid Sync Host enter the IP addresses or the DNS names of the Slave systems. Save the settings by clicking on Ap-
ply.
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Valid Sync Hostz Last Status Last Connect

slawe-hozt.domain. com Unknown Unknown

Apply

Step 10
Start the Operational Service by clicking on the button Start Service.
OPERATIOMAL-SERWICE OPERATIONAL-SERVICE
STOPPED - Synchronization Suspended RUMHNING - Synchronization Active

Start Service Stop Service

The synchronisation will automatically commence as soon as the Slave systems have been configured.

Installing the program files on the Slave System (PS)

Step 1

Start the installation by a right-click on the file CompanyCRYPT_vXXX_setup.exe (,XXX" stands for the program version ) and
select Run as administrator.

Step 2

The welcome window will appear, click on Next.

Step 3

In the dialog box’ Software-Licence-Agreement’ select ,| accept ...“ and click on Next.

Step 4

In the next dialog box the target installation directory can be selected. Either proceed with the pre-selected directory with Next or
click on the button Change and select the desired directory. Confirm the change by clicking on OK then.

Step 5

Now by clicking on Install, the program installation will be started. A progress bar will be displayed.

Step 6

A successful installation will be displayed by the window ‘Completing the CompanyCRYPT Setup Wizard'. The option Launch
CompanyCRYPT should be marked. By clicking on the button Finish the SyncManager will be started.

Step 7
Within the LICENCE-STATUS frame click on Add.

LICENCE-STATLS

NOME - Please enter a licence.

Add

Step 8

Enter your licence details, click on Apply and close the window by clicking on Close. A valid licence is displayed with a green
OK.
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CompanyCRYPT Licence - 0] x|

STATUS

CampanyCRYPT Licence: | HOME

IME sweeper serial: | 4045-0203-1 335-6000
Company: |E0mpan_l,.l Marne

Serial |Seria| MHumber

Licence-Key: ILicence Key
User: |
Walid until: | LICENCE-STATUS

VALID - OK

|

Step 9

Within the CONFIGURATION frame select This Server act as: Slave. Select Password Source: Manual and enter the pass-
word for synchronisation into the field Manual Password. Example: companycrypt

— CONFIGURATION

This Server acts as: ISIave 'l Pazsword Sounce: IManuaI ‘I
Use Part: |23499 Manual Fazzward I""""""""
Sync Interval [zec): ISD 'l

Below Valid Sync Host enter the IP address or the DNS name of the Master system. Save the settings by clicking on Apply.

| Valid Sync Hostz | Last Status | Last Connect |
master-host. domain, com STYMC OK 20080115 1%0331

Step 10
Start the Operational Service by clicking on the button Start Service.
OPERATIOMAL-SERWICE OPERATIONAL-SERVICE
STOPPED - Synchronization Suspended RUMHNING - Synchronization Active

Start Service Stop Service

The synchronisation will automatically commence as soon as the Master system becomes available.

3.1.3 Installation Sequence 3 — Multiple Server (B)

Follow this sequence, if your MIMEsweeper is ‘only’ a Primary Configuration Server (PCS) and no Policy Server (PS) is active
on the same system.

Important:  In this sequence it is necessary to set up the slave system first. Only after a successful synchronisation will you
be able to access all parts of the WebGUI on the Master system.
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Multiple Server (B)

@- . C RYP"“"D MIMEsweeper 1:

Primary Configuration Server (PCS) only

EATARAWAIT

., MIMEswespear

@-CMMNYCRYPTQ MIMEsweeper 2, 3, ...:
NNk i Policy Server (PS) only
> ) MIMEsweeper

SMTP — SMTP

L, (@:'ccwmwr_CRYI"TGD - |

EATARLWAIT

> ) MIMEsweeper

MIMEsweeper 1
CompanyCRYPT: Master

MIMEsweeper 2, 3, ..
CompanyCRYPT: Slave

CompanyCRYPT CompanyCRYPT First start =
Installation Installation Initialisation
el o ' {
t  Activation of ! Activation of Activating
1 Web-GUI (11S) Web-GUI (11S) Synchronisation
________ ‘ Wt A ;
. — ) v
First stant = N Y, After successful
nchronisation
{ Described in this Sync 0, Isatio
1 B N document !
Entering Y
Licence General
! Configuration
~N T
Activating _ v _
\Synchronisation ) Continue like

“Single Server”

[t} . k J
I____1 Optional hd
Without 1IS: Described in
Using SyncManager »CompanyCRYPT

Configuration Guide*

I
I
I
I
I
I
I
I
I
I
|
I
I
|
I
I
|
I
I
|
Initialisation ) I hd
I
|
I
I
I
I
I
I
I
|
I
I
|
I
I
|
I
I
|
I
|

Installing the program files on the Slave System (PS)

Step 1

Start the installation by a right-click on the file CompanyCRYPT_vXXX_setup.exe (,XXX" stands for the program version ) and
select Run as administrator.

Step 2
The welcome window will appear, click on Next.
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Step 3
In the dialog box’ Software-Licence-Agreement’ select ,| accept ...“ and click on Next.

Step 4

In the next dialog box the target installation directory can be selected. Either proceed with the pre-selected directory with Next or
click on the button Change and select the desired directory. Confirm the change by clicking on OK then.

Step 5
Now by clicking on Install, the program installation will be started. A progress bar will be displayed.

Step 6

A successful installation will be displayed by the window ‘Completing the CompanyCRYPT Setup Wizard'. The option Launch
CompanyCRYPT should be marked. By clicking on the button Finish the SyncManager will be started.

Step 7
Within the LICENCE-STATUS frame click on Add.

LICENCE-STATUS

NOME - Pleasze enter a licence.

Add

Step 8

Enter your licence details, click on Apply and close the window by clicking on Close. A valid licence is displayed with a green
OK.

CompanyCRYPT Licence o ]

STATUS

CompanyCRYFT Licence: | HOME

MIME sweeper serial; | 4045-0209-1335-6000
Campany: |I:ornpany Hame

Serial ISeriaI Mumber

Licehce-Key: ILic:enu:e Key
User: |
Yalid until: | LICEMCE-STATUS

VALID - OK

Step 9

Within the CONFIGURATION frame select This Server act as: Slave. Select Password Source: Manual and enter a pass-
word for synchronisation into the field Manual Password. Example: companycrypt

CONFIGURATION

This Server acts az ISIave 'l Pazamord Source: IManuaI vl
Uze Part: |23499 Manual Pazswaord | ********

Senc Interval [zec): an 7

Below Valid Sync Host enter the IP address or the DNS name of the Master system. Save the settings by clicking on Apply.
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comeanyCRYPT*

The encryption module for MIMEsweeper

Secure Internet Traffi

Installation Guide
CompanyCRYPT v1.5.0

Valid Sync Hostz Last Status Last Connect
master-host. domain, com STYMC OK 20080115 1%0331

Step 10
Start the Operational Service by clicking on the button Start Service.
OPERATIOMAL-SERWICE OPERATIONAL-SERVICE
STOPPED - Synchronization Suspended RUMHNING - Synchronization Active

Start Service Stop Service

The synchronisation will automatically commence as soon as the Master system becomes available.

Installing the program files on the Master System (PCS)

Step 1

Start the installation by a right-click on the file CompanyCRYPT_vXXX_setup.exe (,XXX" stands for the program version ) and
select Run as administrator.

Step 2

The welcome window will appear, click on Next.

Step 3

In the dialog box’ Software-Licence-Agreement’ select ,| accept ...“ and click on Next.

Step 4

In the next dialog box the target installation directory can be selected. Either proceed with the pre-selected directory with Next or
click on the button Change and select the desired directory. Confirm the change by clicking on OK then.

Step 5

Now by clicking on Install, the program installation will be started. A progress bar will be displayed.

Step 6

A successful installation will be displayed by the window ‘Completing the CompanyCRYPT Setup Wizard'. The option Launch
CompanyCRYPT should be marked. By clicking on the button Finish the SyncManager will be started.

Step 7
Within the LICENCE-STATUS frame click on Add.

LICENCE-STATLS

NOME - Please enter a licence.

Add

Step 8

Enter your licence details, click on Apply and close the window by clicking on Close. A valid licence is displayed with a green
OK.
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CompanyCRYPT Licence - 0] x|

STATUS

CampanyCRYPT Licence: | HOME

IME sweeper serial: | 4045-0203-1 335-6000
Company: |E0mpan_l,.l Marne

Serial |Seria| MHumber

Licence-Key: ILicence Key
User: |
Walid until: | LICEMCE-STATUS

MOT VALID - Pleasze enter a walid licence.

Step 9

Within the CONFIGURATION frame select This Server acts as: Master. Select Password Source: Manual and enter the
password for synchronisation into the field Manual Password. Example: companycrypt

 CONFIGURATION

This Server acts as: IMasler 'I Pazzword Source: IManuaI vI
Uze Part: |23499 tanual Pazzward |***"**"*

Sync Interval [sec): 30 =

Below Valid Sync Host enter the IP addresses or the DNS names of the Slave systems. Save the settings by clicking on Ap-
ply.

| Valid Sync Hostz | Last Status | Last Connect |

slawe-hozt.domain. com Unknown Unknown

Apply

Step 10
Start the Operational Service by clicking on the button Start Service.

OPERATIOMAL-SERWICE OPERATIONAL-SERVICE

STOPPED - Synchronization Suspended RUMHNING - Synchronization Active

Start Service Stop Service

Step 11

The synchronisation will automatically commence as soon as the Slave system has been configured. During the first synchroni-
sation cycle the licence information will be validated.
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ompanyCRYPT SyncManager

Configuration  Licence  About

=10l x|

OFERATIOMAL-SERYICE

 LICEMCE-STATUS
VALID - OK

RUMMIMG - Synchronization Active

~ COMFIGURATION

This Server acts as:

IMasler 'I
|23499

30 e

Usge Part:

Sync Interval [zec]:

Password Source:

IManuaI 'l

Ixxxxxxxx

Manual Pazzword

Valid Sync Hosts

| Last Status

Last Connect

slave-host. domain, com

SYMC In Progress

2003-12-30 170046

Apply

CompanyCRYPT v1.4.4 (Build: 671)

3.2 Installing the WebGUI under Microsoft® Windows Server 2003

The following pages will describe the integration into a Microsoft® Internet Information Service (IIS) 6.0 under Windows Server
2003®. Upon integration into an older version of the 1IS (or MS-Windows) the name of some paths and menu items may differ
from the documented information hereafter.

3.2.1 Setting up the CC-WebGUI as a Virtual Directory

The implementation as a Virtual Directory is highly recommended. It means that when accessing the CompanyCRYPT-
WebGUI, the address consists of the domain (of the hostname) and the selected directory for CompanyCRYPT. Example:
mail.host.com/CCWEB

Step 1
Move to and right-click on Internet Information Services - ... (Local Computer) > Web Sites - Web Service Extensions
and select Add a new Web service extension.

t Internet Information Services {IIS) Manager M=l &=

‘:g File window  Help |_|ﬁ'|5|
- | aERBPB[(RI2] ) =

f:! Internet Information Services
E---i! TRY (local computer)

Action  View

Geh-_J Application Fools Prohibit all Web service extensions ervice E -
B2 wWeb Sites —
[ Default Web Site Wizt -

| EEgE  Mew Window from Here Server _
Refresh e ,'l
Export Lisk. ..
| Help

Step 2

Enter CompanyCRYPT into the field Extension Name. Now click on Add... and add to the file <CompanyCRYPT-Install
directory >\Webfiles\HTDOCS\cgi-bin\index.exe. Finally activate the field Set extension status to Allowed.
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New Web Service Extension B

Type the name of the new Web service extension, and specify the Files that
must be enabled For the extension ko run,

Extension name:

I Company_RYPT

Required files:

D CompanyCRYPTwebfilesiHTDOCS cgi-binlindex. exe Add. ..

Remaove |

v Zet extension status ta Allowed

Cancel Help

Step 3

Begin with Start > All Programs-> Administrative Tools and start the Internet Information Services (IIS) Manager. Move
to Internet Information Services > ... (Local Computer) > Web Sites and select Default Web Site.

‘:g File Action Wiew Window Help | o = e
co AEXEDR 2 2] 80

?’! Internet Information Services Mame | Path

=8 TRY (local computer) ) aspret_client

-__| Application Pools | | isskart, hktm
) weh Sites '

|=| pagerror.gif

« | B
Step 4
Right-click on Default Web Site and select New - Virtual Directory. Enter CCWEB as an alias or choose an individual name.

Yirtual Directory Ahas
Specify a zhort name, or aliaz, for thiz vitual directory.

Type the aliaz you want to use to gain access o this Web vitual directory, Use the
zame haming conventions that you would for naming a directory.

Aliaz
IECW’EB

Step 5
Enter the following path according to your installation: <CC-Install directory>\Webfiles\HTDOCS

¥irtual Directory Creation Wizard E3

Web Site Content Directory
‘Where iz the content you want ta publish on the 'Web site?

Enter the path to the directory that containg the content for this Web site.
Bath:

D:ACarmpanyCRYPT webfileshHTDOCS Browvsze... |
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Step 6
Under permissions only mark Read.
¥irtual Directory Creation Wizard E3

VYirtual Directory Access Permissions
Set the access permizzions for thig virual directon,

Allow the following permizsions:

¥ Bead

[~ Bun scripts [such as A5P)

[ Execute [such as ISP applications or CGI)
[ wiite

[~ Browse

To complete the wizard, click Next

Step 7

Right-click on Internet Information Services - ... (Local Computer) > Web Sites - Default Web Site> CCWEB and
select Properties.

¥9 Ele  Action Wiew Cpen | == %]
= Permissions
= | | X E Browse <

-PJ Internet Information Sel

E---i! TRY (local computer’
- Application Pool:
El-_ wieb Sites iz ,

5‘9 Default ek pev window From Here
__J aspnet_

o QEETE oelte

| path

W= 3
All Tasks 3

__J Web Service Ext Refresh
Expork List...

Step 8

In the properties window select the tab Virtual Directory. Now mark the permission Read, deactivate Index this resource and
select under Execute permissions: None. If the field Application name is empty, click on Create and enter CCWEB.
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Yirtual Directary | Docurnents I Directory Security I HTTP Headers | Custom Errors I
The conkent For this resource should come From:
& a directory located on this computer
" & share located on another computer
" aredirection to & URL

CCWEB Properties K E

Local path: I D CompanyCRYPTwebfiles\HTDOCS Browse. .. |
r Scripk source access v Log wisits

v Read [ Index this resource

[~ Wirite

[ Directory browsing

Application settings

Application name: I CCWER Remove |
Starting point: <Default Web Sika=iCOWw. ..
Configuration. .. |
Execute permissions: INc.ne j
Application pool: IDeFauItAppPool j Unlzad |
(o] 4 | Cancel Help

Step 9

Continue in the properties window and move to Documents. Activate the option Enable default content page. Add the file
name index.html and move it to the top of the list. Save all setting by leaving this window with OK.

Yirtual Directary  DoCUmEnts |Direct0rv Securiby I HTTP Headers | Zuskom Errors I

CCWEB Properties K E

—I¥ Enable default content page

Default. Rkrn Add...
Default, asp

indese.hkrn m
jisstart.hkm LI =

Move g Maove Down |

—1 Enable document Footer
Append an HTML Formatted Footer to every document your Web

server refurns,
Erowse. .. |

(o] 4 Cancel Apply | Help

Step 10

Move to and right-click on Internet Information Services - ... (Local Computer) > Web Sites > Default Web Site>

CCWEB - cgi-bin and select Properties.

[2012-09-01]

Page: 18 /56



”

## Secure Internet Trafﬁf;)" e

Installation Guide
CompanyCRYPT v1.5.0

¥ Internet Information Services (I1S) Manager

g Ele Action Miew Window Help | _|ﬁ'|£|
- A@EXERE| 22 8
-t' Internet Information Services | | Mame | Path
E---i! TRY (local computer) =] index.exe
[+ Application Pools |=] web.ini
b+ Web Sites

- Defaul Web Site
_J aspnet_client
148 COWEB

=]

[ img LI | | _'I

Step 11

In the properties window select the tab Directory. There you select under Execute permissions: Scripts and Executables.

Save all setting by leaving this window with OK.

cgi-bin Properties EE

Directory | Documents I Directary Security | HTTP Headers I Cuskarn Errars |
The content Far this resource should came From:
* The designated directory
" f share located on another computet
" & redirection ko a URL

Local path: |icwEBlcai-bin

[ Scripk source access v Log visits

¥ Read [T Index this resource
[ wirite

[ Directory browsing

Application settings

Application name: I ZCWER Creake |

Starting point: “Default Web Sike=iCOW. ..

Canfiguration, .. |
Execute permissions:
Application pool; IDefauItAppPool j Unload |

OF I Cancel | Apply | Help |

3.2.2 Setting up Authentication

Important: By default the IIS will grant access to hosted web sites with the anonymous/guest account. Due to the lack of
permissions, this account cannot be used to administrate CompanyCRYPT. Please use the administrators ac-
count or an account with sufficient permissions to fully access the CompanyCRYPT folder and additional rights
to install/start/stop services.

It is highly recommended to activating this setting by which access to the CompanyCRYPT WebGUI is only granted after suc-
cessful authentication.

Step 1

Right-click on Internet Information Services - ... (Local Computer) - Web Sites - Default Web Site - CCWEB and
select Properties.
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t Internet Information Explore
¥9 Fle Action  Wiew Open
= Permissions
€ 9 [BE|XE g m

f'! Internet Information Sel | Path

- ] I b
E---i! TRY {local computer’ E;TU_: s ,
_ | #pplication Pool: ask
_':J wWeb Sites Yiew »
E‘Q Default Wek  yey window from Here

) aspnet_
am Delete

_ ) web Service Ext  Refresh
Expork List...

Step 2

In the properties window select the tab Directory Security. Click in the button Edit... in the section Authentication and ac-
cess control.

CCWEB Properties HE

Yirtual Directary I Diocuments  Direckary Security IHTTP Headers | Cuskam Errars I

Authentication and access control

Enable anonyvmous access and edit the
w authentication methods For this resource,

Step 3

Deactivate the first check box Enable anonymous access. Instead activate the check box Integrated Windows authentica-
tion.

Authentication Methods E

1 Enable anonymous access

Use the Following Windows user account For anonymous access;

User name: I IUSR_TRY Browse, .., |

Password; I.ooooooo.o

Authenticated access

For the Following authentication methods, user name and password
are required when;

- anonymous access is disabled, or

- access is restricted using MTFS access control lists

[V Integrated Windows authentication:
[ Digest authentication For Windows domain servers

[~ Basic authentication (passwaord is sent in clear best)
|- MET Passport authenkication

3.2.3 Setting up Access Control
The implementation of access control is based on the windows user management. It is recommended to set up a dedicated user

group in the system that is afterwards configured to have access to the CompanyCRYPT WebGUI.

Step 1

Set up a new user group. Depending on the existing infrastructure it may either be a local or a domain group. For better recog-
nisability name this group CompanyCRYPT-Administrators. Add all desired personal accounts to make them members of that
group.
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Step 2

Right-click on Internet Information Services - ... (Local Computer) - Web Sites - Default Web Site - CCWEB and
select Permissions.

Explore
¥9 Fle Action  Wiew Open | =] ]
e = | | X H Browse -
-f,.l Inkermet Information Sel Hews v | Path
E---i! TRY (local computer’ e .
B Application Paal: =
=) Weh Sikes View >
: E‘Q Default ek neyw windaw From Hers
__J asprek_
: - g J ] Delete
i | WWeb Service Ext Refresh
Expork List...
Properties
I »
| b | .

Step 3

Make sure that besides the System account (required) only accounts and groups are listed that are entitled to manage Compa-
nyCRYPT. All other entries are to be removed. The remaining accounts should be configured to have Full Control. Save the
settings by clicking on OK.

C:Program Files'CompanyCRYPT . HTDOCS

Security I

Group or uger names:

miniztrators ||

€8 SvSTEM
Add... | Bemove |
Permnizzions for Administrators Allow Deny
Full Control
b odify

Read & Execute
List Folder Contents
Read

Write: ;I

For special permissions or for advanced settings, advanced |
click &dvanced. —
ok I Cancel |

OEaEEEE
OooOoooo

Important:  All members of the group CompanyCRYPT-Administrators have to be also members of the main administrators

group! This is required to ensure full access to the CompanyCRYPT installation folder and the right to set up
and control services.

3.2.4 Activating SSL encryption (optional, recommended)

All data and information entered via the WebGUI can be protected during transmission from your browser to the server by
means of SSL encryption. The ability of using SSL has to be activated in the IIS. This can be done at any given time.

Important:  Activation of SSL in the IS requires the import of a server-certificate, usually supplied in the form of a *.p12 file.
This cannot be generated within the 1IS. You may buy a web certificate from a trustcenter. Alternatively you can
use your CompanyCRYPT installation to generate a suitable file. See the Configuration Guide in the chapter
about Partner certificates on how to get such a file.

[2012-09-01] Page: 21 / 56



L & o CRYPT"

Secure Internet Trafﬁéf)' e

Installation Guide
CompanyCRYPT v1.5.0

Note: Make sure that the name of the certificate owner exactly matches the FQDN (Fully Qualified Domain Name) of
your server. Example: http://msw.company.com/cc-web - Name: msw.company.com

Step 1
Note: If there is already a server certificate integrated into your Default Web Site this step is obsolete.

Move to and right-click on Internet Information Services - ... (Local Computer) > Web Sites - Default Web Site and
select Properties.

E Internet Information Services (IIS) Manager =1
‘:g File  &ction  Wew  Window  Help |;[i|§|
e |B@E XEHE (2] m0
-P_j Inkernet Information Services Mlarne | Path
= i! TRY {local computer) __) aspnet_client
t-_J Application Pools Whcowes D\ Company CRYPThwebfilesiHTDO!
_J web Sites | =] iisstart, hem
: B Default 'Web Site | pagerror. gif
i) Wieh Service Extensions )
| i

Step 2
Note: If there is already a server certificate integrated into your Default Web Site this step is obsolete.

In the properties window select the tab Directory Security. Click in the button Server Certificate in the section Secure Com-
munication in order to import the certificate.

Now follow all necessary steps to import the server certificate.

Default Web Site Properties K E

Web Site | Petformance | ISAFI Filkers | Home Direckary
Docurnents Direckory Security | HTTP Headers I Custorn Errors

r—Authentication and access control

! ; Enable anonymous access and edit the

authentication methods For this resource, Edit... |

r~IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names,
Edit... |

I~ Secure communications

Require secure communications and
enable client certificates when this

resource is accessed.
Wigw Certificate, . |
Edit... |

(o] 4 Cancel | Apply | Help |

Step 3

Right-click on Internet Information Services - ... (Local Computer) > Web Sites - Default Web Site - CCWEB and
select Properties.
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# Internet Information Explore

¥9 Fle Action  Wiew Open

= I_ Permissions
<::'-’||>I<E Browse
'f;' Inkernet Information Sel New
- 8 TRY (local computer] =
=50 TR ( LT ol Tasks ,

B#-_J Application Pools
= _J Web Sites Wi ,
E"g Defaul Web ey window From Here

: Delete
) WWeb Service Ext Refresh
Expork List...

Propetrties |
roperkie _}I

| i ]

Step 4

In the properties window select the tab Directory Security. Click in the button Edit... in the section Secure communications.

CCWEB Properties EHE

Wirkual Direckory | Docurments  Directory Security IHTTP Headers I Custom Errors |

r—Authertication and access control

Enable anonymaous access and edit the
w authentication methods For this resource.

Bt

1P address and domain name restrictions

@ Grant or deny access ko this resource using

IP addresses or Inkernet domain names.
Edit... |

—Secure communications
Require secure communications and s Cortificat
enable client certificates when this ZEMVEI LBRIERUS: . |
resource is accessed., . B
Wiew Certificate. .. |
Edit... |

QK Cancel | Apply | Help |

Step 5
Activate the first check-box Require secure channel (SSL) and the following Require 128-bit encryption. Save all setting by
leaving this window with OK.
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Secure Communications E

v Require secure channel (S50

v Require 128-hit encryption:

r—Cliernk certificates
& Ignore client certificates
" accept lient certificates
" Require client certificates

™ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts, This allows access control ko resources using :
client certificates, Edt... |

(o] 4 I Cancel | Help |

3.2.5 Setting up the URL for Certificate Revocation List — CRL

If a self-signed CA certificate is used within CompanyCRYPT for creating and signing of new certificates, then a certificate
revocation list will be created automatically by CompanyCRYPT. This CRL will typically be provided via a HTTP link.

The address of the CRL consists of the domain (of the hostname) and the selected directory. Example: mail.host.com/CRL

Step 1

Begin with Start > All Programs-> Administrative Tools and start the Internet Information Services (IIS) Manager. Move
to Internet Information Services > ... (Local Computer) > Web Sites and select Default Web Site.

B Internet Information Services (115) Manager =]
‘:g File Action Wiew Window Help | o = e
o= | BEXEFDE 2 2]
?’! Internet Information Services Mame | Path
=8 TRY (local computer) ) aspret_clisnk

l-_J Application Pools | =] iisstart hitm

= Wb Sites [ | pagerror.gif

R R0l Ve Site

“ | WWeb Service Extensions

J | 5]

Step 2
Right-click on Default Web Site and select New - Virtual Directory. Enter CRL as an alias or choose an individual name.

¥irtual Directory Creation Wizard x|

Yirtual Directory Alias
Specify a shart narme, or aliaz, for this virtual directory.

Type the aliaz pou want to uze bo gain access to thiz 'Web virtual directomy. Usze the
zame naming conventions that pou would for naming a directary.

Bliaz:

II:HL

Step 3
Enter the following path according to your installation: <CC-Install directory>\smime
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Web Site Content Directory

¥irtual Directory Creation Wizard

‘Where iz the content vou want to publish on the 'Wweb site?

Bath:

Enter the path to the directory that containg the content for this Web zite.

ID:\EompanyCF!YF'T\Smime

Browse. . |

Step 4
Under permissions only mark Read.

Yirtual Directory Access Permissions

Set the access permizsions for this vibual directon,

¥irtual Directory Creation Wizard E3

Allow the following permizsions:

v Bead
[ Run zcripts [such as ASF)

[ white
[~ Browse

To complete the wizard, click Hext

[ Execute [such as ISP applications or CGI)

Step 5
Right-click on Internet Information Services - ... (Local Computer) > Web Sites - Default Web Site-> CRL and select
Properties.
 Internet inforfe CEEEEm—— -i01x]
¥9 File  Action Al Tasks » |—l—|' 51 x|
yiow V2w
iJ Inkernet Inform e Windaw from Here W | Path Status |
B Delete Aca
Refresh il
Expatt List... -'"J FEM e
|=] rnd
|=| changes. bxt
|=|CRrLcrl
|=| CRL.pem
[+1+__| aspnet_client : : :url.:xte
) ) |=| Fag.tx
__| Web Service Extensions N, L . ;l
|O|:-ens the properties dialog box For the current selection,

Step 6

In the properties window select the tab Virtual Directory. Now mark the permission Read, deactivate Index this resource and

select under Execute permissions: None.
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Yirtual Direckary |D|:u:ument5 I Directary Security I HTTF Headers I Cuskam Errars I

The content For this resource should come From:

% direckory located on this computer
" A share located on another computer
" A redirection to a URL

Local path; I D\ CompanyCRYPTSmime Browse, .. |
- Scripk source access v Log wisits

¥ pead [T Index this resource

[ Write

[ Directory browsing

Step 7

Continue in the properties window and move to Documents. Activate the option Enable default content page. Remove all
entries from the list and add the file name crl.crl.

Wirtual Directory  DoCuments |Directory Securiky I HTTP Headers | Cuskorn Errors I

—Iv Enable default contert page

[ Add.
Remove |

Move g Mowe Dawn |

Step 8

Move to the tab HTTP Headers and select the button MIME Types.

Yirtual Directory I Docurnents I Direckory Security  HTTP Headers ICustom Errars I

—I Enable content esxpiration
Web site content should:

| Expire immediately

%' Expire after I 1

IDav(s) j

€ Expire on I Thursday |, Mowember 04, EDIDj at Ill:DD:DD PR =

el

[~ Cusktom HTTP headers

#-Powered-By: ASP.MET

Add... |
Edit. .., |
Bemowve |

—Conkent raking

Ratings help vour users to identify what tvpe of ) )
content your site provides, Edit Ratings... |

~MIME Evpes

F]
aa8

- 115 serves only files with extensions registered
= in the MIME types list, To configure additional
file extensions, click MIME Types.

OF Cancel Apply Help

Step 9
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In the window MIME Types add an entry with New. Type CRL into the field Extension and application/pkix-crl into the field
MIME type. Save this settings with OK.

MIME Types =

Reqistered MIME types (file extensions):

Mew,..

Edit. ., |
MIME Type |

Extension: I ctl
MIME Ewpe: I applicationfpkix-crl
Cancel
Step 10

Close the window MIME Types with OK and save all setting by leaving the window with OK.

CRL Properties ﬂﬁl
Wirkual Directory I | MIME Types x|

—I Enable cont:
‘Web site conter

Reqistered MIME tvpes (Fle extensions):

 Expire imm .crl application;pkix-crl few, ..
% Expire aft Edit... |
€ Expire on F— |

r—Cuskom HTTF he

#-Powered-By:

—Conkent rating -

Ratir [ MIME type details
conb Extensian: .crl
~MIME types —— MIME type: applicationpkix-crl
s II5s
in the
=== file e Cancel |
OF Cancel Apply Help |
Note: All internal certificates should contain the link to your CRL. This will provide the information about the CRL to

your partners for automated queries. Full URL syntax is required. Example: http://mail.host.com/CRL

Important:  Note that to access the Certificate Revocation List via HTTP from the Internet your firewall rules have to be
modified as well.

3.3 Installing the WebGUI under Microsoft® Windows Server 2008 /
2008 R2

The following pages will describe the integration into a Microsoft® Internet Information Service (IIS) 7.0 under Windows Server
2008 R2. Upon integration into an older version of the IIS (or MS-Windows) the name of some paths and menu items may differ
from the documented information hereafter.
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Important:  For the configuration of the WebGUI the Role ,Web Server (1I1S)* and the Role Services ,CGI* and , URL
Authorization* must be installed on the server. Within the Server Manager you can install the needed compo-

nents.

3.3.1 Setting up the CC-WebGUI as a Virtual Directory

The implementation as a Virtual Directory is highly recommended. It means that when accessing the CompanyCRYPT-
WebGUI, the address consists of the domain (of the hostname) and the selected directory for CompanyCRYPT. Example:
mail.host.com/CCWEB

Step 1

Begin with Start > Administrative Tools and start the Internet Information Services (IIS) Manager. Move to and right-click
on Internet Information Services (IIS) Manager - ... (Local Computer) -> (Features View) ISAPI and CGI Restrictions and
select Open Feature.

"'-'E Internet Information Services (I15) Manager
@ 3 [ 93 b wioksen

File  Wiew Help

Q-7 |8 igl W2KSEN Home
o Qﬂ Start Page i
=1 €] WZKBEN [W2KBEN) Administratar) Fiker T Edae - :
i[5} Application Pools
BE-[@] Sites
&€ Default web Site

Step 2

Now click on the Action Add and add to the ISAPI or CGI path: <CompanyCRYPT-Install directory>\webfiles\HTDOCS\cgi-
bin\index.exe. Enter CompanyCRYPT into the field Description. Finally activate the field Allow extension path to execute
and save with OK.

Add ISAPI or CGI Restriction EH

ISAPT or TGl path:
IC:'l,Program Files (xG6)\CompanyCRYPT\webfiles\HTDO e ., |

Description:
ICompanyCR‘fPT

¥ allows extension path ta executs

0k I Zancel

Step 3

Move to Internet Information Services (IIS) Manager - ... (Local Computer) - Sites and select Default Web Site.
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“'-'E Internet Information Services (I115) Manager

= [3 b WZKSEM P Sites b Default web Sike ¥

File  Wiew Help

TN

&3 Start Page

EHE' WZKEEM (W ZKSEM, Administrator)
|53 application Poals

El-[&] Sites

e W efault Weh Site

@ Default Web Site Home

G0~ i show al | g

Filker: = e
ASP.NET
= ‘& ) p
8 © 4
MET MET \MET Errar MET
Authorizati,..  Compilation Pages Globalization

Step 4

Right-click on Default Web Site and select Add Virtual Directory. Enter CCWEB as an alias or choose an individual name.
Enter the Physical path according to your installation: <CC-Install directory>\Webfiles\HTDOCS. Click on Connect as.

Add Yirtual Directory EE

Sike name:  Defadlk Web Site
Path: !

Alias:

[ccwe

Example: images

Phyysical path:

Pass-through authentication

Connect as... I Test Settings...

IC:'I,Program Files (&) CompanyCRYPTywebfiles\HTC ... |

oK Cancel

Step 5

Select Specific user and click the button Set. Enter the login credentials for the local administrator account and save the

settings with Ok.

Path credentials:

¢ Specific user:

Administrakor

" application user {pass-through authentication)

o4 | Zancel |

Step 6
Click on the button Test Settings.
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Add Yirtual Directory

Sike name:  Defadlk Web Site
Path: !

Alias:

[ccwe

Example: images

Phyysical path:

Connect as ‘Administrakor’

Connect as... | Test Settings... I

IC:'I,Program Files (&) CompanyCRYPTywebfiles\HTC ... |

Cancel

Step 7

Please check the login credentials of the local administrator account if the test results are not successful. If all settings entered
correctly close the window Add virtual Directyory with OK.

Test Connection | 7|
Resulks:
Test | Setting |
'@' Authentication User name {Adminiskrator)
'@'Authnrization Path is accessible {C:\Program Files (883 CompanyCRYPTiweb, .,
Step 8

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site

-> CCWEB - cgi-bin - Handler Mappings

and select Open Feature.

"'-'E Internet Information Services {II5) Manager

@G" [ | » WZKSEM » Sites » Default WebSike » CCWEE b cgi-hin »

File  Wwiew  Help

TN
-5 Start Page
-85 W2KBEM (W2KBEN| Administrator)
- Application Pools
| Sites
26D Default weh Site
j aspriet_client
Bz | COWER
-] cgi-bin

j CCWEB/cgi-bin Home

Filker: -

Go L Show Al | G

j_
a04

Docurment

g

Etror Pages

:I
[ o

pen Feature |

Step 9

Now click on the Action Edit Feature Permissions. Finally activate Execute and save with OK.

Permissions:
¥ Read
i Scripk

¥ Execute

[ o 1|

Zancel

Edit Feature Permissions
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3.3.2 Setting up Authentication

Important: By default the IS will grant access to hosted web sites with the anonymous/guest account. Due to the lack of
permissions, this account cannot be used to administrate CompanyCRYPT. Please use the administrators ac-
count or an account with sufficient permissions to fully access the CompanyCRYPT folder and additional rights
to install/start/stop services.

It is highly recommended to activating this setting by which access to the CompanyCRYPT WebGUI is only granted after suc-
cessful authentication.

Step 1
Move to and right-click on Internet Information Services (lIS) Manager - ... (Local Computer) - Sites - Default Web Site
- CCWEB -> Authentication and select Open Feature.

"'-!E Internet Information Services (I115) Manager

@,; 3 [_ b WZKEEM b Sites b DefaultWeb Sike b CCWEE b

File  wiew Help

Q- |2 |8 = | CCWEB Home
o 'l-ff] Start Page
E--Hj WZKEEM (W ZKEEM| Administrakar)
£} Application Pools
E-[a] Sikes
=0 Default Web Site _

115
-] aspret_client “ %@J
- | COWER (/]
o ik
m Open Feature | erk

Filter: - Go v % Show All

Step 2
Disable the Anonymous Authentication. Instead activate the Windows Authentication.

q'-!E Internet Information Services (II5) Manager

@,;‘. [_ b WZKEEM b Sikes b DefaultWshSite b COWEB b

File  Wiew Help

e |7 |8 - Authentication
o Q'_='_| Start Page )
-9 W2KBEN (W2KBEN\Administratar) Group by: Mo Grouping T
; _;2 Application Poals Mame = | Skatus | Response Tvpe
=-[&] Sikes Anonymous Authentication Disabled
E‘@' Default Web Site ASP.MET Impersonation Disabled
[ aspret_client Farms Authentication Lisabled HTTP 302 Login/Redirect
[ | COWER ukhentication Enabled HTTF 401 Challenge

3.3.3 Setting up Access Control

The implementation of access control is based on the windows user management. It is recommended to set up a dedicated user
group in the system that is afterwards configured to have access to the CompanyCRYPT WebGUI.

Step 1

Set up a new user group. Depending on the existing infrastructure it may either be a local or a domain group. For better recog-
nisability name this group CompanyCRYPT-Administrators. Add all desired personal accounts to make them members of that

group.
Step 2

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site
- CCWEB and select Edit Permissions.
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"'—'E Internet Information Services {II5) Manager

@g p’ [__ b WZKSEM b Sites b Default Weh St b COWEER b

File  Wiew  Help

@--H|Z |8 .| Authentication

'U'_ﬂ Stark Page = " )
-85 W2KBEN (W2KEEN| Administrator) roup by: Mo Grouping
|2} Application Poals Mame ~

-
=& Sites Anarymous Authentication
El@ Cefault Web Site #5P.MNET Impersonation

<[] aspret_client Forms Authentication
iy vEE sitindouus fthackicgbion

Lo Explore

Edit: Permissions. .. |

Step 3

Make sure that besides the System account (required) only accounts and groups are listed that are entitled to manage Compa-
nyCRYPT. All other entries are to be removed. This accounts should be configured to have Full Control. Add the account
IIS_IUSRS with the following permissions: ‘Read & execute’, ‘List folder contents’ and ‘Read’. Save the settings by clicking on
OK.

W HTDOCS Properties [ %]
-Generall Sharing  Security |F'reviu:|us Versionsl Customizel

Object name:  C:“\Program Files [86]\CompanyCRYPT Wwebfilesht

Group ar user names:

B2 SYSTEM

93‘ CompangCRYPT-adminiztrators w2k SEM\CompanyCRYP. ..
! EMUIIS_LSRS]

To change permigzions, click Edi. Edit . |

Permigzions for 15_IUSRS Allow Dreny

Full control =
M odify

Fead & execute
List folder contents
Read

Wik bl

Faor special permizsions or advanced settings, Aikerzed |
click Advanced.

Learn about access control and permissions

QK I Cancel | Aol |

AL NN

Step 4

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site
-> CCWEB - Authorization Rules and select Open Feature.
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‘E Internet Information Services (I15) Manager

@@ [_E:I b WIKBEM P Sites » DefaultWeb Site » CCWEB »

File  View Help

5 J CCWEB Home

@- |7 |8
-5 Start Page
=95 W2KBEN (W2KBEN\Administratoy | I - [Hfico - (gyshow Al |
b Q Application Pools s
El-[&] Sites
=14 Default Web Site 33) W
[ | CCWEB ' é
Authentication £y CGI Compression
R
Step 5

Remove all Rules from the list and click on the Action Add Allow Rule. Select Specified roles or user groups and enter the
group CompanyCRYPT-Administrators. Save with OK.

Allow access to this Web content to:
" allusers

" all anonymous users

¥ Spedfied roles or user groups:

Add Allow Authorization Rule

2%

ICompanyCR\"PT—Adminish'ators
Example: Administrators

3.3.4 Activating SSL encryption (optional, recommended)

All data and information entered via the WebGUI can be protected during transmission from your browser to the server by
means of SSL encryption. The ability of using SSL has to be activated in the 1IS. This can be done at any given time.

Note: Activation of SSL in the IIS requires the import of a server-certificate, usually supplied in the form of a *.p12 file.
This can be generated within the IIS.

Note: If there is already a server certificate integrated into your Default Web Site this step is obsolete.

Step 1

Move to and right-click on Internet Information Services (IIS) Manager - ... (Local Computer) - Server Certificates and

select Open Feature.

[2012-09-01]

Page: 33 /56




(& coumnCRYPT

The encryption module for MIMEsweeper

Installation Guide
CompanyCRYPT v1.5.0

"'—'E Internet Information Services (IIS) Manager

@é; €3 b wokeen »

File  Wwiew  Help

Q-H|” &

[ Qﬂ Start Page

18| W2KBEM (W2KBEN| Administratar)
£} Application Pools

q‘il W2KSEN Home

Filker: ~ el Goo- _

FLJ =0 = g
MIME Types Maodules Qukpuk
Caching

o=
E B

&

Request

Open Feature

Filkering

Step 2

Now click on the Action Create Self-Signed Certificate. Add the Fully Qualified Domain Name of the server to the field Specify
a friendly name for the certificate. Save with OK.

_;;_ﬁU'

Create Self-Signed Certificate EE

I Specify Friendly Name

fFor signing:

Specify a friendly name For the certificate:

wZzkiien, companycrypk.com

Specify a file name For the certificate request, This information can be sent to a certificate authoriby

Important:

Make sure that the name of the certificate owner exactly matches the FQDN (Fully Qualified Domain Name) of
your server. Example: http://msw.company.com/ccweb - Name: msw.company.com

Step 3

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site

and select Edit Bindings.

“'-'E Internet Information Services (I115) Manager

@@.g [0 b WZKBEM Pk Sites P Default web Sike

File  Wiew Help

_\ — Default Web Site Home
Q- | & |8 9
-5 Start Page ;
=65 wi2KaEN (wakeENAdministrator) | | Fiter: L JE
-} #pplication Poals ASP.NET
B8] Sites -
=@ Explore
Edit Permissions... MET Error
[aaly] Pages
:* Add Application. ..
| Add virtual Diractory. . L \,;
| Edt Bindings... lfie  HET Roles
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Step 4

In the window Site Bindings click the button Add. Select https in the field Type and in the field SSL certificate choose the entry
which matches the local server name. Save all setting by leaving this window with OK.

Add Site Binding 2 | x|
Type: IP address: Part:
Ihttps ﬂ IP.II LUnassigned j |443
Hosk name:

S5L certificate:

oK I Cancel |

Step 5
The windows Site Bindings will show the entry for https. Close this window.
Site Bindings 7| x|
Tvpe | Hask Marme | Port | IP Address | Binding Information | Add. .. |
http &0 *
https 443 * Edit... |
Remove |
Brawse |
Step 6

Move to and right-click on Internet Information Services (lIS) Manager - ... (Local Computer) - Sites > Default Web
Sites > CCWEB > SSL settings and select Open Feature.

“'-'E Internet Information Services (I115) Manager

Gg [1; b WZKBEM P Sites » Default web site » COWER P

File  Wiew Help

Q- |2 |8 o CCWEB Home
-5 Start Page _
E---ﬁg W2KBEN (W2KBEM Administratar) | | FIEr - Bco - (Eyshowal |
[} Application Pools %J ﬂn— ‘éﬁm i‘,ﬁl
(@] Sikes . y
240 Default web Site Liogging MIME Types Modules (?UtIEUt
j aspriet_client aching
-] COWER o=
£ &
Reqguest 251 Settings
Filtering

Step 7
Activate the option Require SSL. The Client certificates settings should be set to Ignore. Save the settings with Apply.
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"’E Internet Information Services (IIS) Manager

@‘:) [ o v W2KBEN » Shes » Defaulk webSike » CCWER b

]

File  Wiew  Help

e-lZ |8
e Q'_='_| Start Page
E---ﬂj W2KSEN (W2KESEN Administr ator)
-} Application Poals
S-[&) Sites
=0 Default Web Site
[ | aspret_client

TJ 55L Settings

This page lets vou modify the 330
settings for the content of a web
site or application.

I Require 55L
Client certificates:
@ Ignare
o fccepk
o Require

57 Apply
=3¢ Cancel

@' Help

Zinline Help

3.3.5 Setting up the URL for Certificate Revocation List — CRL

If a self-signed CA certificate is used within CompanyCRYPT for creating and signing of new certificates, then a certificate
revocation list will be created automatically by CompanyCRYPT. This CRL will typically be provided via a HTTP link.

The address of the CRL consists of the domain (of the hostname) and the selected directory. Example: mail.host.com/CRL

Step 1

Begin with Start > Administrative Tools and start the Internet Information Services (IIS) Manager. Move to Internet Infor-
mation Services (lIS) Manager - ... (Local Computer) - Sites and select Default Web Site.

r‘-E Internet Information Services (I115) Manager

@E} [0 b WZKBEM P Sites # Default web Site P

File  Wiew Help

@- I |7 |8
-5 Start Page
Eﬁj WZKBEM (W ek SEM\Adminiskrator)
_;2 Application Poals
BE-[@] Sites
'@' Defaulk '

q Default Web Site Home

Filter: - (e ~ show al | g
ASP.NET
e n,
_| ¥ 4
MET MET \MET Errar MET
Authorizati,..  Compilation Pages Globalization

Step 2

Right-click on Default Web Site and select Add Virtual Directory. Enter CRL as an alias or choose an individual name. Enter
the Physical path according to your installation: <CC-Install directory>\smime and save with OK.
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Add Yirtual Directory

Sike name:  Defadlk Web Site
Path: !

Alias:

fcr
Example: images

Phyysical path:

IC:'I,Program Files (x&e)\CompanyCRYPTSmime |

Pass-through authentication

Connect as... Test Settings... |

oK I Cancel

Step 3

Move to and right-click on Internet Information Services (IIS) Manager > ... (Local Computer) - Sites > Default Web
Sites > CRL - Default Document and select Open Feature.

"’E Internet Information Services {II5) Manager

@g; [ & ¥ WIKBEM b Stes  Default'webSike b CRL b

File  wiew Help

(Comections
ﬁ_hv

= |28

= Qﬂ Start Page
E_.Hﬂ WZKBEM (W ek SEM\Adminiskrator)

; J Application Pools
(@] ites

# Default web Site
+-__| aspnet_client

_j CRL Home

Ld

Filter: T G T %Shnw all |
115

Authentication alch) Cormpression C

Step 4
Choose the Action Add and enter the name crl.crl as the Default Document. Save with OK.
Add Default Document 2 | x|
Marne:
Icrl.crl
Ok I Cancel
Step 5

Remove all entries from the list except the file name crl.crl.
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ﬂ'-'ﬁ Internet Information Services (II1S) Manager

@ - [ # P W2KEEM P Sikes b DefaulWebSite » CRL | )
File  View Help
_\. = ~ Default Document [peens ]
@- |2 |8 7 add...
i Qﬂ Stark Page :
qu \WZKBEN (Wa2KBEM Administratar) IJse this feature bo specify the default file(s) to Disable
) o return when a client does not request a specific Revert To Parent
Lot Application Pacls file, Set default documents in order of priority. e
[ @] Sites .@ Help
€D Defaulk Web Sits o= | Entry Type | :
-] aspret_client erl.crl Local Onlinsligl
| COWEE
[ CRL
Note: All internal certificates should contain the link to your CRL. This will provide the information about the CRL to

your partners for automated queries. Full URL syntax is required. Example: http://mail.host.com/CRL

Important:  Note that to access the Certificate Revocation List via HTTP from the Internet your firewall rules have to be
modified as well.

3.4 Installing the WebGUI under Microsoft® Windows Server 2012 /
2012 R2

The following pages will describe the integration into a Microsoft® Internet Information Service (IIS) 7.0 under Windows Server
2008 R2. Upon integration into an older version of the IIS (or MS-Windows) the name of some paths and menu items may differ
from the documented information hereafter.

Important:  For the configuration of the WebGUI the Role ,Web Server (IIS)* and the Role Services ,,CGI* and , URL
Authorization“ must be installed on the server. Within the Server Manager you can install the needed compo-

nents.

3.4.1 Setting up the CC-WebGUI as a Virtual Directory

The implementation as a Virtual Directory is highly recommended. It means that when accessing the CompanyCRYPT-
WebGUI, the address consists of the domain (of the hostname) and the selected directory for CompanyCRYPT. Example:
mail.host.com/CCWEB

Step 1

Move to the Desktop and start the Server Manager. Click on Tools = Internet Information Services (lIS) Manager. Move to
and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > (Features View) ISAPI and CGI
Restrictions and select Open Feature.
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Datei  Ansicht 7

Q-HIix 8

Startseite
Aqﬂ RS2 0T2R2 (MIW20T 2R A
----- @ Anwendungspools
A.E Sites

b &l DefaultWeb Site

% MSW2012R2 Startseite

Filter:

- W Start - %Alle ahzeigen |

HTTP-Antwarthea..,

4

? by A
| Feature dffnen
ISAPI-|
CEl-Einsch| = Meu starten
n|l b Starten
ﬁi B Beenden

Step 2

Now click on the Action Add and add to the ISAPI or CGI path: <CompanyCRYPT-Install directory>\webfiles\HTDOCS\cgi-
bin\index.exe. Enter CompanyCRYPT into the field Description. Finally activate the field Allow extension path to execute

and save with OK.

158P1- oder CGl-Pfad:

|C:\Prngram Files (xBS)\CnmpanyCR‘r’PT\webfiles\HTDOCS\cgi-l|

Eeschreibung:

|CompanyCR\"PT

[#] Ausfiihrung des Erweiterungspfads zulassen

H Ahbrechen |

Step 3

Move to Internet Information Services (IIS) Manager - ... (Local Computer) > Sites and select Default Web Site.

Ansicht 7

Datei

o b MSW2DI2RZ » Sites  » DefaultVideb Site »

@--H| 8.
: Startseite
Aii MASW 20T 2R (MBS0 2RO
----- @ Apwendungspools
4[5 Sites
b €D Default Web Site

0 Default web Site Startseite

Filter:

- W Start - %glle anzeigen |

ASP.NET

[

—
i
=

MET-Autarisierun..,

@

MET-Benutzer MET-Fehlerseiten

Step 4

Right-click on Default Web Site and select Add Virtual Directory. Enter CCWEB as an alias or choose an individual name.
Enter the Physical path according to your installation: <CC-Install directory>\Webfiles\HTDOCS. Click on Connect as.
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Sitename:  DefaultWeb Site
Pfad: i

Alias:
|CCWEE

Beispiel: Bilder

Physischer Pfad:
|C:\PrngramFiles(xBG)\CompanyCR\"PT\webfiles\HTDOl|| |

Pazs-Through-Authentifizierung

| Yerbinden als... | ‘ Einstellungen testen... ‘

84 | ‘ Abbrechen

Step 5
Select Specific user and click the button Set. Enter the login credentials for the local administrator account and save the
settings with Ok.

Pfadanmeldeinfarmationen:

(®) Bestimmter Benutzer:

Administrator | ‘ Festlegen..

O Anwendungsbenutzer (Pass-Through-Authentifizierung)

| ‘ Abbrechen

Step 6
Click on the button Test Settings.
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Sitename:  DefaultWeb Site
Pfad: i

Alias:
|CCWEE

Beispiel: Bilder

Physischer Pfad:
|C:\PrngramFiles(xBG)\CompanyCR\"PT\webfiles\HTDOl|| |

Werbinden als "Adrministrator”

| Yerbinden als... | ‘ Einstellungen testen... ‘

84 | ‘ Abbrechen

Step 7
Please check the login credentials of the local administrator account if the test results are not successful. If all settings entered
correctly close the window Add virtual Directyory with OK.

Ergebnisse:

Testen Einstellung

o Authentifizierung  Benutzernarne (4

@I.ﬂ.utorisierung Auf den Pfad kann zugegriffen werden (C\Prograrm Files (BEMCompanyCRYPThwvebr

Step 8
Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site
- CCWEB - cgi-bin = Handler Mappings and select Open Feature.

~B

-_ ech T v MSWI012RZ » Sites » Defaulteh Site » CCWEBR » cgi-bin »
[T

Ansicht ¥

Datei

YT | CCWEB/cgi-bin Startseite

W5 Startseite
4 ..‘ﬂ RS 201 2R2 (WA SM201 2R\ d ministrator)
L[S} Arwvendungspools

- - & 4

460 Default Wieb Site =
b aspret_client Handlerzuordnun.,, | HTTP-Antworthea,,  Komprimierung

4 5 COWER N
» B = 4 ]

Dlﬁ bAIME swveeper for SMTP IAIME-Typ kodule Protokollierung

Filter: * W Start - %glle anzeigen |

Step 9
Now click on the Action Edit Feature Permissions. Finally activate Execute and save with OK.
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Berechtigungen:
[#] Lesen

[ Skript
[w] fusfihren

‘ ‘ | Ahbrechen

3.4.2 Setting up Authentication

Important: By default the IS will grant access to hosted web sites with the anonymous/guest account. For security rea-
sons, this access should be prevented and set up only to authorized persons.

It is highly recommended to activating this setting by which access to the CompanyCRYPT WebGUI is only granted after suc-
cessful authentication.

Step 1
Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) - Sites > Default Web Site
- CCWEB -> Authentication and select Open Feature.

|iﬂ b MASWA20T2RZ » Sites » Default'eb Site » CCWEE »

g

Datei

Ansicht 7

ﬁ' CCWEB Startseite
Iy ilter: - W - i
2495 MSW2012R2 (MSW201 2R Administrator) || Start - (g Alle anzeigen |
_Lj' Apwendungspools Iis
4@ Sites N -
4.6 Default\Web Site % Qg— i.,ﬂ
-] aspret_client ' R )
"ij CCWVER Anforderungsfilte.., ALP Ausgabezwischen...
C b cgi-hin
ram 2 I
| MIMEsweeper for SMTR —
b MSWCONFIGWERSERVICE Authentifizierung Cal Fehlerseiten

Step 2
Disable the Anonymous Authentication. Instead activate the Windows Authentication.
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Datei

|iﬁ b MSWEMIZRZ  » Sites  » DefaultMideb Site » CCWEE »

Ansicht 7

@ il |8 + | Authentifizierung

...... q'i Startseite

4 --ij RS20 2RE (MBS 20T 2R A dministratar)

Gruppieren nach: Keine Gruppierung =

2 Anwendungspools Marme - Status Antworthyp
4[] Sites Anonyme Authentifizierung  Deaktiviert
‘ﬁ Default Web Site ASP.MET-ldentitdtsuwechsel Deaktiviert
[}j aspnet_client Formularauthentifizierung Deaktiviert  HTTP 302 - Anrmeldung/Um.,
a5 | CCWEB Windows-Authentifizierung  Aktiviert HTTP 401 - Abfrage
© -l cgi-bin
b1 img

3.4.3 Setting up Access Control

The implementation of access control is based on the windows user management. It is recommended to set up a dedicated user
group in the system that is afterwards configured to have access to the CompanyCRYPT WebGUI.

Step 1

Set up a new user group. Depending on the existing infrastructure it may either be a local or a domain group. For better recog-
nisability name this group CompanyCRYPT-Administrators. Add all desired personal accounts to make them members of that

group.

Step 2
Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site
- CCWEB and select Edit Permissions.

M ‘iﬁ b MSW2Z012RZ  » Sites  » DefaultMWeb Site » CCWER »

Datei

Ansicht 7

Q- |2 |8 4+ | CCWEB Startseite
o 5 Startseite
5 Filter: - W Start - ks All i
495 MSW2012R2 (MSW201 2R2\Adrinistrator) e art - (g Alle anzeigen |
- Q Anwendungspools ASP.MET
4@ Sites =
4 D Default Weh Site “5 =
| aspnet_client MET-Autarisierun.., MET-Benutzer MET-Fehlerseiten
b let el ) lm Explorer gffnen
S T bearbeit | 4 E
D..? M erechtigungen bearbeiten... \@/ |Ef\_§|
b MSWPN (D In Anwendung kanvertieren MET-Kompilierung ~MET-Prafil

Step 3

Make sure that besides the System account (required) only accounts and groups are listed that are entitled to manage Compa-
nyCRYPT. All other entries are to be removed. This accounts should be configured to have Full Control. Add the accounts
IIS_IUSRS and ALL APPLICATION PACKAGES with the following permissions: ‘Read & execute’, ‘List folder contents’ and
‘Read’. Save the settings by clicking on OK.
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Allgemein | Freigabe | Sicherheit |angéngerversinnen Anpazzen

Objektname:  C:AProgram Files [#36]\ComparmCRYPT uwebfilesht

Gruppen- oder Benutzermamen;

ALLE AMwWEMDUMGSPAKETE
82, 5vSTEM
% CompanyCRYPT -Adminigtratoren (MEWwW 201 2R 25\Companyl...

Klicken Sie auf "Bearbeiten”, um die
Berechtigungen zu andern. =

Berechtigungen fur "I15_IJSRS" Zulsssen  Verweigem

Wallzuariff -~
Endern

Lezen, Auzfibren

Ordnerinhalt anzeigen

Lezen

Schreiben v

Klicken Sie auf "Enweitert”, um zpezielle
Berechtigungen anzuzeigen. =

0K | | Abbrechen | |U|gemehmen|

Step 4

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web Site
- CCWEB -> Authorization Rules and select Open Feature.

Datei  Ansicht

@ id|2 |8 ﬁ CCWEB Startseite

i %i Startseite o Filter: - W Start v%.&lle anzeigen |
4 'ﬂi rAEMZ0T2R2 (hASWA 201 2RV dministrator)
[} Anwendungspools s
4.6 Sites " -
4 D Default Web Site % goé #”ﬂ
b -] aspnet_client Anforderungsfil i
v gsfilte... ALp Ausgabezwizchen..,
b ta | CCMVER

[>|_'_=] FIMAE suveeper for SMTP ~ —
b (¥ MESWCONFIGWERSERVICE ﬁ 55&
B[S MSWPMM

D..? MEWPMMINTEGRATED Authentifizierung  Autorisierungsregeln Cal

Step 5

Remove all Rules from the list and click on the Action Add Allow Rule. Select Specified roles or user groups and enter the
group CompanyCRYPT-Administrators. Save with OK.
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Zugriff auf diesen Wehinhalt zulassen fir
) Alle Benutzer
O Alle anonyrmen Benutzer

®) Bestimmte Rollen oder Benutzergruppen:

|Cl:umpanyCR\"PT—Administratoren

Beispiel: Administratoren

) Bestimmte Benutzer:

Beispiel: Benutzerl, Benutzer2

[] Diese Regel auf bestimrnte Yerben amvenden:

Beispiel: GET, POST

oK ‘ | e ——

3.4.4 Activating SSL encryption (optional, recommended)

All data and information entered via the WebGUI can be protected during transmission from your browser to the server by
means of SSL encryption. The ability of using SSL has to be activated in the IIS. This can be done at any given time.

Note: Activation of SSL in the IIS requires the import of a server-certificate, usually supplied in the form of a *.p12 file.
This can be generated within the IIS.

Note: If there is already a server certificate integrated into your Default Web Site this step is obsolete.
Step 1

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) - Server Certificates and
select Open Feature.

@ €5 » MSW2012R2 b

Datei  &nsicht 7

Qe W28 G’;! MSW2012R2 Startseite

. 5 Startseite

: Filter, - W Start - g Al i

4 185 MSW2012R2 (MSW201ZRBAdministratar) | e 2 e sy |
L [2} Arwendungspools

bl st 8 8

kodule Protokollierung Serverzertifikate

Step 2
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Now click on the Action Create Self-Signed Certificate. Add the Fully Qualified Domain Name of the server to the field Specify
a friendly name for the certificate. Save with OK.

II Anzeigenamen angeben

Geben Sie einen Dateinamen fir die Zertifikatanforderung an, Diese Informationen kdnnen zum Signieren an
eine Zertifizierungsstelle gesendetwerden:

Anzeigenarme fir das Zertifikat:

|MS\J'IIEU'I?RE.CDmpanycr},-’pt.com

Zertifikatspeicher fir das neue Zertifikat auswihlen:

|Webhnsting v

Important: Make sure that the name of the certificate owner exactly matches the FQDN (Fully Qualified Domain Name) of
your server. Example: http://msw.company.com/ccweb - Name: msw.company.com

Step 3
Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) - Sites > Default Web Site
and select Edit Bindings.

q ‘e b MSW20T2R2 » Sites » DefaultMeb Site »

Datei  Ansicht 7

0 Default web site Startseite

Q- |&H |8

- W5 Startseite
: Filter. - Start - (Gl Alle anzei
295 MSW2012R2 (MSW2012R2\Administratar) e o - S Ale naeigen |
[T} Arwendungspools
4@ Sites =n
I+ Default \iyeb Site 20 lm Explorer dffnen

ASP.NET

ET-Benutzer MET-Fehlerseiten

g}

Berechtigungen bearbeiten...

Amnendung hinzufiigen.., @ F]
4 ]

Yirtuelles Werzeichnis hinzufilgen...,

B

T-Kornpilierung MET-Profil

| Bindungen bearbeiten.., |

Step 4
In the window Site Bindings click the button Add. Select https in the field Type and in the field SSL certificate choose the entry
which matches the local server name. Save all setting by leaving this window with OK.
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Typ: IP-Adresse:

|https v| |Keine Zugewiesen

Haostname:

[] SMI (Server Marme Indication) erforderlich

S3L-Zertifikat:

MSW 2N 2R2 companycryptcarm 'V| | Auswdhlen,.. H Anzeigen.. |

H Abbrechen ‘

Step 5
The windows Site Bindings will show the entry for https. Close this window.

Typ Hostnarme Port IP-Adresse Bindungsinforrm... Hinzufiigen...
http a0 *
https 443 w Bearbeiten..

Entfernen

Curchsuchen

SchlieRen

Step 6
Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites - Default Web
Sites > CCWEB - SSL settings and select Open Feature.

E_-ﬂ b MSW2DI2RZ » Sites  » Default™Web Sike » CCWER »

Datei  Ansicht 7

5j CCWEB Startseite

Q- H A8

- Startseite

485 MSW2012R2 (MSW2012REAdrministrator) |0 ¥ Sart -
----- _@ Arnmendungspools
Aiﬁ Sites %
"i. Default Web Site Protokallierung S3L-Einstellungen
B[] aspret_client
b e CCWEB . J—

Step 7
Activate the option Require SSL. The Client certificates settings should be set to Ignore. Save the settings with Apply.
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ifl b MEW20T2RZ » Sites » DefaultWeb Site » CCWEBR »

Ansicht

Diatei

I ﬁ SSL-Einstellungen

o Startseite
4 --ai RSN 20T 2R2 (MEW 201 2R dministrator)
----- @ Areeendungspools

Auf dieser Seite kinnen Sie die S5L-Einstellungen far den
Inkalt einer Wehsite ader Anwendung dndern,

[#] 551 erforderlich

Affl Sites
4@ Default Web Site Clientzertifikate:
I [ ] aspnet_client )
Diﬂ CCYVER ® |gnorieren
[>|j FAIMEsweeeper for SMTP (& Skzeptieren
[>,1? FASWCOMFIGWEBSERYVICE ) Erfarderlich
v I

3.4.5 Setting up the URL for Certificate Revocation List — CRL

If a self-signed CA certificate is used within CompanyCRYPT for creating and signing of new certificates, then a certificate
revocation list will be created automatically by CompanyCRYPT. This CRL will typically be provided via a HTTP link.

The address of the CRL consists of the domain (of the hostname) and the selected directory. Example: mail.host.com/CRL

Step 1

Begin with Start > Administrative Tools and start the Internet Information Services (IIS) Manager. Move to Internet Infor-
mation Services (lIS) Manager - ... (Local Computer) - Sites and select Default Web Site.

b BASWW2012R2

b Sites » DefaultWeb Site »

Datei  Ansicht

Q- b & 0 Default Web Site Startseite

ﬂ‘i Startseite Filter: - W start - Al i
483 MSW2012R2 (MSW2012R2\Administrator) e - |
..... @ Arnwendungspools ASPNET
4-[B] Sites i 4

ﬂ
%

MET-Autarisierun.., MET-Benutzer MET-Fehlerseiten

b /& Default Web Site

Step 2

Right-click on Default Web Site and select Add Virtual Directory. Enter CRL as an alias or choose an individual name. Enter
the Physical path according to your installation: <CC-Install directory>\smime and save with OK.
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Sitename:  DefaultWeb Site
Pfad: i

Alias:
|CRL

Beispiel: Bilder
Physischer Pfad:

|C:\Prngram Files (zB80\CornpanyCRYPTASmime

Pazs-Through-Authentifizierung

| Yerbinden als... | ‘ Einstellungen testen... ‘

oK

| ‘ Abbrechen

Step 3

Move to and right-click on Internet Information Services (1IS) Manager - ... (Local Computer) > Sites > Default Web
Sites > CRL - Default Document and select Open Feature.

Ansicht 7

Datei

a v MSW2D12RZ » Sites » DefaultWeb Sit= » CRL »

@-H &8
P ?ﬂ Startseite
Aai RASW2012R2 (MSW 20T ZRNAd ministratar)

----- @ Arnwmendungspools

4[] Sites

2 D Default \Web Site

b -] aspnet_client
b el CCMVER
Diﬁ FIMAE swveeper for SMTP
b (P MSWCONFIGWEBSERVICE
B MSWERN
b [ MSWPMMINTEGRATED
b (P MSWSMTR
b -] webctrl_client

b el CRL

Ej CRL Startseite

Filter:

- % Start v%.ﬂ.lle anzeigen |

&

Protokollierung

=0

Werzeichnis
durchsuchen

VYerwaltung

d

SEL-Einstellungen

)

-
WiebDAW-Erstellun..,

=%

a9

Standarddokument

Step 4

Choose the Action Add and enter the name crl.crl as the Default Document. Save with OK.

Mame:

crl.erl

H Abbrechen |
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Step 5

Remove all entries from the list except the file name crl.crl.

m ‘i] b MSW2M2RZ v Sites  » DefaultWifeb Site » CRL »

Ansicht ¢

Datei

FEEIEIT) TT_] Standarddokument

...... iﬂ Startseite

4 jﬂ RASWZ 01 2R2 (M S 20T 2R\ A ministrator)

Geben Sie mit diesern Feature die Standarddateien
anh, die zuriickgegeben werden, wenn ein Client in

----- .LJ Anwendungspools einer &nforderung keine bestirmmte Datei anfordert,
A ..E Sites Legen Sie die Standarddokurmente in der
‘G Default Weh Site Reihenfolge ihrer Prioritat fest,
b aspret_client Marme Eintragstyp
b CCWEB crl.crl Lakal

B -] MIMEsweeper for SMTP
[->--_ SN COMFIGWYEE SERWICE
TSNP RARA

A SMP PARIMNTEGRATED
I SN ERA TR
webhctrl_client

| CRL

[0

o

!

Note: All internal certificates should contain the link to your CRL. This will provide the information about the CRL to
your partners for automated queries. Full URL syntax is required. Example: http://mail.host.com/CRL

Important:  Note that to access the Certificate Revocation List via HTTP from the Internet your firewall rules have to be
modified as well.
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4 De-installing CompanyCRYPT

Important Note: Before de-installing CompanyCRYPT all existing CompanyCRYPT scenarios (De- and encryption jobs) have

to be deleted in the MIMEsweeper-Policy Editor.

4.1 Deleting CompanyCRYPT services and EXE.INI entries

WebGUI - (Configuration) System - Service Control / MIMEsweeper

Step 1

First stop the Operational service by clicking on the Stop button. Then stop the Reprocess Service by clicking on the other

Stop button.

[ service Control |
Reprocess service: | Siop | | |
Operational service: | stop | | |

Step 2

Delete the two services by clicking on their Uninstall buttons. In case the button is coloured grey and you read ,Query’ the

stopping process is not yet complete. Refresh the display by clicking on Query button.

[ service control || |[ service Control |
Reprocess =ervice: | Start | | Uninstall | Reprocess service:
Operational service: | stat | | uninstan | Operational service:

Step 3
Delete the EXE.INI entries by clicking on the Remove button.

[ Remove / Relnitialise Installation Components |

Configuration: Re-Inttialize
Step 4

After completing step 1 through 3 you should see the view below. You may now close the WebGUI.

4.2 Remove CompanyCRYPT program files under Microsoft® Win-
dows Server 2003

Start > Control Panel - Software - Add or Remove Programs

Step 1

Move to Start > Control Panel > Software = Add or Remove Programs and select the entry CompanyCRYPT, then click
on the button Remove.

Step 2

Answer the following question ,Do you really want to remove CompanyCRYPT* with Yes and all program files of Company-
CRYPT will be removed.

Step 3

Existing key material and files that have been modified since installation will not be removed automatically by the previous Step.
If there is no longer any need for these files, the complete CompanyCRYPT can be simply deleted.
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4.3 Remove CompanyCRYPT program files under Microsoft® Win-
dows Server 2008 / 2008 R2

Start - Control Panel - Software - Add or Remove Programs

Step 1

Move to Start - Control Panel - Programs - Uninstall a program and select the entry CompanyCRYPT, then click on
Uninstall.

Step 2

Answer the following question ,Are you sure you want to uninstall CompanyCRYPT" with Yes and all program files of Compa-
nyCRYPT will be removed.

Step 3

Existing key material and files that have been modified since installation will not be removed automatically by the previous Step.
If there is no longer any need for these files, the complete folder CompanyCRYPT can be simply deleted.

4.4 Remove CompanyCRYPT program files under Microsoft® Win-
dows Server 2012/ 2012 R2

Start - Control Panel - Software - Add or Remove Programs

Step 1

Move to Start > Programs and Features and select the entry CompanyCRYPT, then click on Uninstall.

Step 2

Answer the following question ,Are you sure you want to uninstall CompanyCRYPT" with Yes and all program files of Compa-
nyCRYPT will be removed.

Step 3

Existing key material and files that have been modified since installation will not be removed automatically by the previous Step.
If there is no longer any need for these files, the complete folder CompanyCRYPT can be simply deleted.

4.5 Remove CompanyCRYPT-WebGUI under Microsoft® Windows
Server 2003

Step 1
Right-click on Web Sites - Default Web Site > CCWEB and select Delete....

‘:' Inkernetinformationsdienste
E---i! M3 (lakaler Camputer)
#-_J Anwendungspools
E|_J Wwebhsites
: EQ Standardwebsite
=-4ky COWEE

Step 2

Confirm the following question ,Are you sure you want to delete this item?“ with yes.

Step 3
After that right-click on Web Site Extensions = CompanyCRYPT and select Delete....
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g File  Action Wiew  indow

[ Internet Information Services {IIS) Manager

Help

e | A@EXERER2]r 50

-FJ Inkernet Information Services
E---i! TRY {local computer)
- Application Pools
=) weh Sites
- = Default web Site
) Weh Service Extensions

£ | ‘WWeb Service Extension

| Skakus |

“F all Urknown CGI Extensions
“F Al Unknown ISAPT Extensions
Ackive Server Pages

% ASP.NET v1.1.4322

Prohibited
Prohibited
Prohibited
Bllawed

|

Inkernet Data Connector Prohibited
Server Side Includes Prohibited
WebDaYy Prafibited
Extended }, Standard

Step 4

Again confirm the following question ,Are you sure you want to delete this item?*“ with yes.

4.6 Remove CompanyCRYPT-WebGUI under Microsoft® Windows
Server 2008 / 2008 R2

Step 1

Move to and right-click on Internet Information Services (IIS) Manager > ... (Local Computer) - Sites > Default Web

Sites > CCWEB and select Remove.

“'-'E Internet Information Services (I115) Manager

[1; b WZKBEM P Sites » Default web site » COWER P

File  Wiew Help

—p | CCWEB Home
¢-H|% |8 ol
-5 Start Page ;
=193 WZKBEN (W2KBEN|Administrator) Fiker: -
i} Application Pools ASP.NET
@ Sikes
=68 Default web Site ig &/
-] aspret_client % N
] cowEE MET
: Explore pilation
Edit Permissions. ..
_;’ Conwvert bo Application 0
_;’ Add Application, .. HET
halization
#  AddWirtual Directory...
|, W
Manage virtual Directary \/
i3 Refresh FT Reles
|x Remove |
e

Step 2

Confirm the following question ,Are you sure that you want to remove the selected virtual directory?“ with Yes.

Step 3

Move to and right-click on Internet Information Services (lIS) Manager - ... (Local Computer) > (Features View) ISAPI
and CGI Restrictions and select Open Feature.
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"’E Internet Information Services (IIS) Manager
T a-
@’G_& €3 v wiokeen »

File  Wwiew  Help

(Comections @ WaKsEN Home

bl = NSl |-

------ Qﬂ Start Page

=195 WiZKBEN (W/2KBEN|Administrator) Fiker: e G -~ j
Y

_;2 Application Pools
(@] ites
&€ Default web Site

Step 4
Right-click on the entry CompanyCRYPT and select Remove.

"’E Internet Information Services {II5) Manager
T a-
@’G_& EXEEE

File  Wwiew  Help

Q- |7 | q‘i! ISAPI and CGI Restrictions
-5 Start Page
Eﬂj WZKBEM (W ek SEM\Adminiskrator)
J Application Poals
El-[&] Sites Group by! Mo Grouping @
-4 Default web Site

IJse this Feature to specify the ISAPT and CGI extensions
that can run on the Web server,

Description =~ | Restrickion | Path
ASP.MNET v2.0.5...  Allowed aindiraial,
A5PLMET 2,05, Allowed Fatmindir i
YPT Allaored add...
Derry
Edit...
|x Remove

Step 5

Confirm the following question ,Are you sure that you want to remove the selected restriction?" with Yes.

4.7 Remove CompanyCRYPT-WebGUI under Microsoft® Windows
Server 2008 / 2008 R2

Step 1

Move to the Desktop and start the Server Manager. Click on Tools = Internet Information Services (lIS) Manager. Move to
and right-click on Internet Information Services (IIS) Manager > ... (Local Computer) - Sites - Default Web Sites >
CCWEB and select Remove.
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&ﬂ b MSW2DI2RZ » Sites  » Default™Web Sike » CCMER »

Datei  Ansicht ¥

I gj CCWEB Startseite

g ?ﬂ Startseite

Filter: - W Start -
495 MSW2012R2 (MSW2012RAAdministrator) || o
L[S} Arwvendungspools ASPLNET
4@ Sites = uf&
40 Default Web Site 3 =
B[] aspret_client MET-2Autorisierun.., MET-Benutzer
b COWER m I Explorer &ffrien
<a CRL .
E% MIMEs Berechtigungen bearbeiten.., (Q
Dé? MSWCO (S In Amwendung komvertieren MET-Globalisierung
D% MR ,ﬁ' Arearendung hinzufiigen..,
¥ ISP
[[::g‘ MSYIS E_'_'ﬁ Yirtuelles Werzeichnis hinzufilgen... rrﬁjgl
B | weebctrl) Wirkuelles Werzeichnis wverwalten 3 .NE'I:—P;c-fiI
& Aktualisieren
|x Entfernen | {2 Ansicht "Inhalt”

Step 2

Confirm the following question ,Are you sure that you want to remove the selected virtual directory?* with Yes.

Step 3

Move to and right-click on Internet Information Services (IIS) Manager - ... (Local Computer) - (Features View) ISAPI
and CGI Restrictions and select Open Feature.

Ansicht 7

Datei

Q-HIix 8

€5 p MI2012RZ »

o Startseite

% MSW2012R2 Startseite

4 65 MSW2012R2 (MSW2012Rza e v Start - g Alle snzeigen |

----- _hj‘ Arvvendungspools
4.6 Sites ? by A

b @0 Default Web Site | Feature affnen

HTTP-Antwarthea.., ISAPI- 2 Neu starten
CGl-Einsch| #
n( b Starten
@ ﬁi @ EBeenden

Step 4

Right-click on the entry CompanyCRYPT and select Remove.
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@ | €y MsweoIR2 >

Datei  Ansicht §

TG % ISAPI- und CGI-Einschrankungen
i ?ﬂ Startseite o Geben Sie mit diesern Feature die 138P1- und CGI-Erweiterungen an, die
47 -i MSW2012R2 (MSW20T2R2VAd ministrator) auf dern Webserver ausgefihrtwerden kdnnen,
b Q Areeendungspools
A.EI Sites Gruppieren nach: Keine Gruppierung =
A-G DefaultWieb Site Beschrethung Einschrinkung Pfad
D.j aspnet_client Active Server P, Zugelassen FandindirdehsysternIdinetsntasp
Di:l CCWER AIPMET w2.0.5.. Zugelassen Samindiriihlicrosoft MET Y Framyg
Di_:-' CRL ASPMET w2.0.5... Zugelassen ChdindowsiMicrosoft METYFra)
b MIMEsweeper for SMTP ASPMET w03, Zugelassen Smindirs\Microsoft NET\Frarns
Dug MIWCONFIGW/EBSERVICE ASPNET w03, Zugelassen Swindird@Microsaft NETVFramms
b MSWRMM S CompanyCRYPT - ormpan:
b MSWPMMINTEGRATED Y EHgEn. tsrtel
P"éf MSWSMTE Wenneigern
g - | webctrl_client Bearbeiter..
£ *
|x Entfernen

Step 5
Confirm the following question ,Are you sure that you want to remove the selected restriction?" with Yes.
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